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Water Laboratory Alliance Security 
Summit Success and Future Direction of 
the Network
By Latisha Mapp, Water Laboratory Alliance (WLA) Team Lead, mapp.latisha@epa.gov

In November 2013, the US 
Environmental Protection Agency 
(EPA) convened technical and 
leadership staff from state 
public health and environmental 
laboratories, the water sector and 
emergency response communities 
in Chicago, IL to take part in the 
fourth Water Laboratory Alliance 
(WLA) Security Summit (Summit). 
The Summit better acquainted 
participants with WLA program 
elements, provided the opportunity 
to practice water contamination 
incident response using Water 

Sector best practices from the 
WLA Response Plan (WLA-RP), 
and enabled hands-on experience 
with EPA security-related tools and 
resources.

Tabletop Exercises
Following the opening session of the 
Summit, participants moved onto 
what many considered the most 
useful aspect of the entire Summit: 
the tabletop exercise (TTX) – The 
Perfect Storm: Ice Cold (ed. note: 
see an article detailing the exercise 
in this issue). The 2013 Summit 
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marked the first time that hands-on activities were 
incorporated into the TTX. These activities provided 
participants with the opportunity to increase their 

familiarity with EPA tools and resources by using
them to address scenario-based problems during the 
exercise. Participants used the Water Contaminant 
Information Tool (WCIT) to access contaminant 
information, EPA’s Selected Analytical Methods for 
Environmental Remediation and Recovery (SAM) to 
identify appropriate analytical methods, and the 
Laboratory Compendium to identify laboratories 
with the analytical capabilities to support the mock 
response. 

In addition to using WSD tools, participants also 
used WLA best practices and procedures to conduct a 
laboratory briefing, complete and evaluate chain-of-
custody forms and review laboratory data. The hands-
on activities helped build relationships by requiring 
participants to work together as a team to complete 
each activity. By having participants conduct hands-
on activities, rather than simply discussing them, the 
TTX increased awareness of possible challenges that 
might be encountered when coordinating laboratory 
support for a water contamination incident, and how 
those challenges can be addressed.

WLA Strategic Planning Forum
In addition to the TTX, another major highlight 
of the 2013 Summit actually took place before the 
conference commenced. The WLA Team held a 

Strategic Planning Forum that served as a venue 
for EPA to convene a subset of key stakeholders to 
step back and look at laboratory and Water Sector 

preparedness as a whole, 
determine where there 
are still gaps and make 
recommendations regarding 
what topics the team should 
address. The four main areas 
of discussion focused on 
reassessing preparedness, 
prioritizing and enhancing 

WLA efforts, measuring progress and ensuring 
sustainability of the WLA. 

Lessons Learned
As a result of the meeting, the WLA Team will 
focus on several areas moving forward, including: 
the critical importance of emergency response 
communications; the need for improved analytical 
capabilities and capacity; the need for faster 
analytical response times; and the need to enhance 
water sector preparedness through increased 
engagement with stakeholders prior to an incident. 
The water sector has made tremendous strides 
to respond to the analytical aspects of a water 
contamination incident over the past several years, 
and the Strategic Planning Forum set the stage 
for EPA to begin the process of building on those 
successes and shaping the future direction of the 
WLA. 

If you would like additional information on the WLA 
Security Summit, the Strategic Planning Forum, WLA 
tools and resources, or have general questions about 
the WLA network, please contact the WLA Helpline at 
703.818.4200 or WLA@epa.gov.

continued from page 1
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Utility-Led, Laboratory Emergency Response   
Full-Scale Exercises    
By Latisha Mapp, Water Laboratory Alliance (WLA) Team Lead, mapp.latisha@epa.gov

In 2013, the US Environmental Protection Agency 
(EPA), in conjunction with Fairfax (VA) Water and the 
Washington (DC) Suburban Sanitary Commission, 
conducted two simultaneous laboratory emergency 
response full-scale exercises (FSEs) to provide 
drinking water utilities the opportunity to actively 
coordinate response efforts to water contamination 
incidents impacting their systems. 

The 2013 exercises marked a change in focus 
from previous EPA-led efforts. Whereas previous 
FSEs focused on large, multi-regional responses 
coordinated by EPA regional laboratories, the 2013 
FSEs provided the first opportunity for utilities to 
play this key coordination role. As all emergency 
responses begin locally, this change of focus was 
vitally important to practice a more localized chain of 
command.  

The participant utilities coordinated with emergency 
response, regulatory and laboratory partners to 
address one of the Nation’s critical vulnerabilities in 
the area of emergency response and preparedness — 
timely delivery of high quality environmental data 
during an emergency. The FSE allowed participants 
to practice this key response element in a mock 
response atmosphere. Two utilities, one federal 
agency, four partner agencies and 11 laboratories 
from six EPA regions utilized two newly-optimized 
methods to analyze water samples for chemical and 
biological contaminants. 

In an effort to simulate a true emergency response, 
the participating utilities and laboratories had 
limited information in advance of the exercise and 
the majority of communication and coordination 
happened on short notice. Consequently, exercise 
participants experienced a realistic opportunity 
to practice coordination of sample receipt, sample 
analysis and data reporting. 

Scenarios
The exercises consisted of laboratory response 
actions to two simultaneous contamination scenarios 
occurring within EPA Region 3 (Mid-Atlantic). Each 
laboratory participated in one (or more) of the 
following scenarios through the analysis of water 
samples based on their capability, interest and 
unique skill sets: 

1.  Intentional (Washington Suburban Sanitary 
Commission):
a. Chemical: The drinking water supply was 

intentionally contaminated with a rodenticide. 
b. Biological Select Agent: Simultaneously, the 

drinking water supply at another location 
was intentionally contaminated with Bacillus 
anthracis.

2.  Natural Disaster (Fairfax Water):
a. Chemical: Contamination of drinking water 

after a train derails due to flooding, spilling 
a rodenticide into the Potomac River near a 
drinking water intake. 

b. Biological Select Agent: Contamination of the 
Potomac River after flooding caused erosion 
of farmland contaminated with naturally 
occurring Bacillus anthracis.

Benefits
The exercise provided drinking water utilities with 
opportunities to identify and coordinate the support 
of laboratories responding to a surge of analyses 
on a very compressed timescale. Taking part in the 
FSE benefited participants and enhanced overall 
preparedness in several ways:

•  Increased utility and laboratory participants’ 
familiarity with Water Laboratory Alliance 
Response Plan (WLA-RP) and other laboratory 
response “best practices”

continued on page 4
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•  Built laboratory proficiency through the use 
of newly-optimized methods for unregulated 
contaminants of concern (ASTM D76644-10 for 
detection of rodenticides and the Protocol for 
Detection of Bacillus anthracis in Environmental 
Samples During the Remediation Phase of an 
Anthrax Event)

•  Built relationships essential for effective 
emergency response coordination of laboratory 
support

•  Aided the EPA in identifying areas of 
improvement in their operating procedures

•  Helped laboratory and utility participants 
identify improvements to their internal standard 
operating procedures

Lessons Learned
In general, the participants benefited from the 
interactions between the utility and analytical 
coordinators, the implementation of the WLA-RP and 
the opportunity to work with real samples. Some 
lessons learned from the exercise included:

•  Exercise participants noted that effective 
communication is the key to successful 
emergency response. Daily briefing calls and 
following-up verbal communication with 
written emails were recommended to maintain 
situational awareness of all participants.

•  Data reporting can be a stumbling block if not 
addressed at the beginning of an emergency 
response. Laboratories should be provided 
a standardized format for submitting data. 
Improved training and guidance on data reporting 
are also needed.

•  The demands of an emergency response may 
stretch personnel resources. Utilities and 
laboratories should cross-training their staff to 
provide support during an emergency.

•  Utilities and laboratories may need support to 
answer technical questions during an emergency. 

Additional outreach should be conducted 
to make utilities and laboratories aware of 
available technical resources to answer questions 
about analytical methods, data reporting, data 
interpretation, etc. This could include contacting 
their state laboratory, EPA regional laboratory or 
the WLA helpline (WLA@epa.gov or 703.818.4200).

Next Steps
EPA plans to conduct additional utility-led FSEs in 
Fiscal Year 2014. The next exercises will be held in EPA 
Region 1 (New England) in June 2014. Plans involve 
biological and chemical contamination incidents 
at six drinking water utilities. Each utility will 
coordinate the efforts of three support laboratories. 
Additional utilities will also be invited to participate 
as observers and/or mentors. 

While the focus of the FSEs is on utility interactions 
with laboratories, in a real incident response, 
utilities may interact with a variety of other 
response partners. In recognition of the importance 
of coordinating with response partners during an 
emergency, utilities will be provided the opportunity 
to involve their response partner(s) in the FSE in 
order to build relationships necessary for effective 
emergency response and increase awareness of 
“best practices” for coordinating laboratory support. 
In addition to learning about “best practices” for 
coordinating laboratory support, utilities will also 
receive training on the use of a variety of Water 
Sector tools and resources to help prepare for, and 
respond to, water contamination incidents. 

Utilities and laboratories interested in participating 
in the Region 1 FSEs or future exercises, or that 
would like more information, should contact the 
WLA Helpline at 703.818.4200 or WLA@epa.gov, or 
visit the WLA homepage at http://water.epa.gov/
infrastructure/watersecurity/wla/.

continued from page 3
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New Environmental Health Tools from the Association of 
Public Health Laboratories
APHL Environmental Health Department, eh@aphl.org 

Over the last year, APHL released several new tools for 
a wide variety of environmental health laboratories. 
Here are a few of the resources:

Hydraulic Fracturing Toolkit

Hydraulic fracturing (fracking) recently became a 
larger piece of the national energy conversation. As 
states like Pennsylvania, Ohio and others use this 
method for natural gas extraction, and states like 
Iowa and Wisconsin see increased mining for fracking 
materials like sand, laboratories may find themselves 
with questions. The APHL Hydraulic Fracturing 
Toolkit provides an information repository and 

discussion venue. Laboratorians seeking information 
on methods, guidance, training materials, and news 
related to fracking can use the Toolkit as a resource. 
In addition, anyone with access to the Toolkit can 
upload new information or post discussion questions 
for consideration by colleagues. For additional 
information, including access instructions, see: http://
www.aphl.org/aphlprograms/environmental-health/
Pages/Hydraulic-Fracturing-Toolkit.aspx. 

continued on page 6
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Meeting Community Health Needs

Created for community 
advocacy and consumer 
groups to better understand 
the role of an environmental 
public health laboratory, this 
resource addresses how the 
public health system can better 
utilize the rich capabilities of 
governmental laboratories to 

meet environmental health needs. The site contains 
the APHL report, “Meeting Community Health Needs 
through Environmental Health Labs,” presentations 
from a 2013 forum and more. The site also hosts a 
discussion board where anyone can post questions 
about environmental health concerns that may 
be addressed through laboratory testing. For more 
information, see: http://www.aphl.org/aphlprograms/
environmental-health/meeting-community-needs/
pages/default.aspx. 

Biomonitoring Toolkit

Created for public health practitioners and 
academics interested in the biomonitoring system, 
APHL’s Biomonitoring Toolkit will answer any 
questions you may have about biomonitoring. 
Document libraries include overarching guidance, 
laboratory methods, communication templates and 

stories from the field, while links point to other 
relevant resources. In addition, the discussion 
board functions similarly to a listserv and facilitates 
conversation among subscribers. For more, see: 
http://www.aphl.org/aphlprograms/environmental-
health/Pages/Biomonitoring-Toolkit.aspx. 

Ideal Accreditation System Guidance 

In June 2013, APHL’s environmental health 
committees unveiled their recommendations 
for creating an “Ideal Accreditation System for 
Environmental Laboratories.” The central point 
behind this effort suggests the attributes needed 
for a strong and effective environmental laboratory 
accreditation system. The Guidance attempts to 
address the divergent goals of various stakeholders, 
including the general public, state public health and 
environmental laboratories, the regulatory programs 
using laboratory services and the accrediting 
organizations. To read the Guidance, see http://
www.aphl.org/MRC/Documents/EH_2013Jun_Ideal-
Accreditation-System-Guidance.pdf. For questions 
and comments please contact michael.heintz@aphl.
org. 

For more information on tools and resources 
from APHL’s Environmental Health Program and 
committees, see: http://www.aphl.org/aphlprograms/
environmental-health/pages/default.aspx.

continued from page 5
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Water Laboratory Alliance Response Plan (WLA-RP) Table Top Exercise 
Webcasts 
By Pamela Barnes, Environmental Scientist, US Environmental Protection Agency, Office of Water, Water Security Division, barnes.
pamela@epa.gov

No power, no phones, ice-covered roads, microbiological 
and chemical drinking water contamination, multiple 
contamination sites, no in-house capability to detect 
suspected contaminants, calls from the press, incident 
command system established... 

The US Environmental Protection Agency (EPA) is 
conducting a series of laboratory emergency response 
tabletop exercise (TTX) webcasts. These TTX webcasts 
are designed as “virtual training courses,” delivering a 
complete learning experience that includes facilitated 
interaction between students and instructors.

Two facilitators will present background information 
and a water contamination scenario to students. 
Participants are then presented with situations and 
questions stemming from the scenario that they 
address based on their real-life experiences and 
knowledge of the Water Laboratory Alliance Response 
Plan (WLA-RP) and water security tools including 
the Water Contaminant Information Tool, Selected 
Analytical Methods for Environmental Remediation 
and Recovery, and the Laboratory Compendium.

Benefits
The exercise scenario provides an interactive forum 
allowing participants to discuss how laboratory 
support to water contamination incidents would be 

coordinated, including sample shipping, selecting an 
appropriate analytical strategy, sample analysis and 
data reporting. Taking part in a TTX webcast benefits 
participants and enhances overall preparedness by:

•  Learning about the key elements of the WLA-
RP, including Water Sector best practices for 
emergency response

•  Understanding roles that utilities, laboratories 
and other stakeholders would play when they 
participate in a response to a water contamination 
incident

•  Identifying EPA water security tools that can help 
organizations prepare for and respond to water 
contamination incidents

•  Building relationships between laboratories, water 
utilities, and other stakeholders that would be 
necessary for effective emergency response.

Target Audience
Any organization that may be involved in responding 
to a water contamination incident is encouraged to 
participate in a TTX webcast. This includes water 
utility operators and managers, laboratory personnel, 
first responders, public information officers, and local, 
state and federal agency personnel.

Dates, Times and Registration Information
The sessions will continue through the summer, with 
EPA offering webcasts on three dates. Participants may 
select the date that works best for their schedules:
May 21: 1:00 PM - 3:00 PM EST
June 11: 10:00 AM - 12:00 PM EST
July 16: 1:00 PM - 3:00 PM EST

To register, please visit: http://water.epa.gov/
infrastructure/watersecurity/wla/training.cfm. For 
additional information on The Perfect Storm webcasts, 
please contact the WLA Helpline at 703.818.4200, or 
WLA@epa.gov.

The Perfect Storm, Ice Cold  

mailto:barnes.pamela@epa.gov
mailto:barnes.pamela@epa.gov
http://water.epa.gov/infrastructure/watersecurity/wla/training.cfm
http://water.epa.gov/infrastructure/watersecurity/wla/training.cfm
mailto:WLA@epa.gov


8   Bridges: Summer 2014, Issue 13

The Environmental Public Health (EPH) Laboratory 
fellowship gives APHL member laboratories the 
opportunity to host a fellow for up to two years. 
It is designed to accomplish one of CDC’s defined 
prevention strategy goals, “strengthening local, state 
and federal public health infrastructures to support 
surveillance and implement prevention and control 
programs.”

The EPH Laboratory Fellowship Program aims to 
attract and prepare laboratory scientists for careers in 
environmental public health. The fellowship program 
recruits and trains qualified candidates to support 
public health initiatives and provides opportunities 
for young scientists to gain experience in a public 
health laboratory. Currently, APHL supports fellows in 
Delaware, Minnesota and Utah.
 
Leah Wingard, PhD, has served at the Delaware 
Public Health Laboratory since February 2013 
where she primarily focuses on ICP/MS work. She 
demonstrated competency on blood and urine metals 
methods, and successfully completed proficiency 
tests for both. When CDC released new blood 
methods, Wingard worked with a technician to install 
a second DRC gas line. She also implemented the new 
methods, making adjustments for their particular lab 
setup and goals.
  
Lisa Strong’s, PhD, first day in early January 2014 at 
the Minnesota Public Health Laboratory was marked 
by a polar vortex that caused 50 broken water pipes 
leading to instrumentation loss1. Since then, things 
have calmed down and she is beginning training on 
operating the ICP/MS instrument to measure mercury 
in whole blood and dried blood spots. Strong will 
work with other research scientists in the laboratory 
to adapt and validate a method for speciating 
mercury in whole blood samples. Ultimately, her 
research objective includes extending the newborn 

1  See local news coverage here: http://kstp.com/news/stories/
S3272520.shtml?cat=1

 

blood spot analytical method from quantitation of 
mercury to include quantitation of cadmium and 
lead.

Kathryn Alice Smith, PhD, began her term with the 
Utah Public Health Laboratory in December 2013. 
Her main goal during her time in the laboratory 
has been to develop a biomonitoring method to 
measure mercury in hair using an ICP/MS method. 
Smith will perform an extensive literature search on 
the biomonitoring of mercury to gain insight into 
what has already been done. The literature search 
includes instruments used, detection limits obtained, 
type of biological samples analyzed, and digestion 
methods and reagents used by previous researchers, 
including CDC’s NHANES and APHL’s Biomonitoring 
Toolkit. Concurrently, she will receive training on the 
operation of the ICP/MS and on digestion procedures.  

To learn more about the EPH Laboratory Fellowship 
opportunities, please visit: http://www.aphl.org/
mycareer/fellowships/environmental-health/pages/
default.aspx.

Environmental Public Health Laboratory Fellows in Action
By Surili Sutaria Patel, senior specialist, Environmental Health, surili.sutaria@aphl.org 

Save the Date!  
The 2015 APHL Annual Meeting 

and 9th Government Environmental 
Laboratory Conference will be held 
in Indianapolis, IN on May 18-21, 
2015.  Learn, explore and network 

at the conference which will include 
scientific sessions, posters, exhibits, 
APHL awards and opportunities to 
contribute to discussions with your 

peers.

http://kstp.com/news/stories/S3272520.shtml?cat=1
http://kstp.com/news/stories/S3272520.shtml?cat=1
http://www.aphl.org/mycareer/fellowships/environmental-health/pages/default.aspx
http://www.aphl.org/mycareer/fellowships/environmental-health/pages/default.aspx
http://www.aphl.org/mycareer/fellowships/environmental-health/pages/default.aspx
mailto:surili.sutaria@aphl.org
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Environmental Continuing Education and Training
Visit www.aphl.org/training to access all courses listed below and to search for more

Tools for Monitoring Algal Toxins in Aquatic Environments
This webinar will discuss indicators of algal toxin production in aquatic ecosystems as well as current 
methods for efficiently sampling and monitoring algal toxins. Analytical techniques for the extraction 
and detection of algal toxins in complex matrices will be presented. Special attention will be given to the 
detection of freshwater algal toxins using mass spectrometry methods.

Event Code: 100-942-14     
Archived webinar available until October 22, 2014: http://tinyurl.com/k5tkw5j

Ethics and Data Integrity for Environmental Laboratories

This his webinar is will cover laboratory ethics and data integrity in sufficient scope and detail to satisfy 
NELAP ethics training requirements for laboratories unable to develop their own site specific training.

Event Code: 100-945-14     
Live webinar September 16, 2014: http://tinyurl.com/k2dokwj 

Background on Aquifer Exemptions & Aquifer Storage & Recovery
The Underground Injection Control (UIC) program prevents endangerment of underground sources of 
drinking water (USDW). Under the Safe Drinking Water Act, injection into a USDW of fluids that may 
be harmful to human health or cause violation of a primary drinking water regulation is prohibited. An 
aquifer exemption waives this protection under SDWA in order to allow injection that would otherwise be 
prohibited. Decisions about aquifer exemptions are made by EPA, usually following identification of the 
proposed exempted area(s) by the state UIC program. EPA defines a USDW as any aquifer that contains 
water in producible quantities with a concentration of 10,000 mg/L or 
less of total dissolved solids.

Aquifer Storage and Recovery (ASR), the practice of storing water 
underground for later use, has been employed in varying degrees 
since the 1980s. It has become increasing popular and is now 
considered by many to be a solution to long-term
water supply sustainability issues.

Event Code: 100-944-14     
Live webinar May 29, 2014: http://tinyurl.com/lhlv7kd

www.laboratorytraining.org
Your Lab Training Partner!

www.aphl.org/training
http://tinyurl.com/k5tkw5j
http://tinyurl.com/k5tkw5j
http://tinyurl.com/k2dokwj
http://tinyurl.com/lhlv7kd
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The APHL Member Resource Center 
(MRC) provides an extensive range 
of resource materials designed to 
provide technical assistance within 
the public health and environmental 
laboratory sector. Created by and for 
the APHL member community, the 
MRC provides a virtual clearinghouse 
of documents designed to exchange 
practices, communications, protocols, 
state newsletters and more. The MRC 
assists APHL members in accessing 
timely, peer-contributed, public and 
environmental health information—
rapidly and easily. These resources are 
not necessarily endorsed by APHL.

Examples of MRC resources include:

• Promising laboratory practices

• Media relations procedures 

• Laboratory newsletters 

• Human relations processes 

• Lab testing protocols and 
guidelines 

• Local fact sheets

• Energy management practices.

The APHL Member Resource 
Center is a vital instrument for the 
environmental laboratory community 
to remain knowledgeable in meeting 
today’s challenges. To submit a 
resource item, please visit http://www.
aphl.org/MRC/Pages/Submit.aspx.

Bridges
Connecting the Nation’s 
Environmental Laboratories

Funders

This publication was developed 
under Assistance Agreement No. 
83483301 awarded by the US 
Environmental Protection Agency. 
It has not been formally reviewed 
by EPA. The views expressed in 
this document are solely those of 
APHL and EPA does not endorse any 
products or commercial services 
mentioned in this publication. This 
publication was funded 100% with 
federal funds. $800,000 in federal 
funds supported this program.

Contacts

Michael Heintz, senior specialist, 
environmental laboratories   
michael.heintz@aphl.org, 
240.485.2786

Drew Gaskins, associate specialist, 
member services 
drew.gaskins@aphl.org,   
240.485.2733

8515 Georgia Avenue
Suite 700
Silver Spring, MD 20910 
Phone: 240.485.2745
Fax: 240.485.2700
Web: www.aphl.org

The Association of Public Health 
Laboratories is a national non-profit 
located in Silver Spring, MD, that is 
dedicated to working with members  
to strengthen governmental 
laboratories with a public health 
mandate. By promoting effective 
programs and public policy, APHL 
strives to provide public health 
laboratories with the resources and 
infrastructure needed to protect the 
health of US residents and to prevent 
and control disease globally. 

Contribute Today—Member Resource Center

Join APHL, an Association for Environmental  
Laboratory Leaders
APHL serves as a focal point 
for environmental laboratory 
communication, training, policy 
and interactions with the federal 
government. 

An Associate Institutional membership 
with APHL offers environmental 
laboratory directors and their staff 
opportunities to connect with 
their counterparts from across the 
country to address shared issues and 
strengthen relationships with other 
health decision makers at the local, 
state and federal level.

Membership benefits include: 

• Networking and laboratory 
linkages

• Professional development, 
training

• Policy and regulatory updates

• Technical assistance 

• Unlimited access to APHL’s 
MRC.

For an application, visit  
www.aphl.org/member.

For more information, visit 
the MRC, http://www.aphl.
org/MRC/Pages/default.aspx.
Send questions/feedback to 
memberresources@aphl.org.

New Associate Institutional members receive a 50% discount their first year of membership.  
Questions? Contact Drew Gaskins, associate specialist, member services,  

at 240.485.2733 or drew.gaskins@aphl.org

http://www.aphl.org/MRC/Pages/Submit.aspx
http://www.aphl.org/MRC/Pages/Submit.aspx
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