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Motivation
• Over the past decade, Gryphon and 

colleagues performed critical 
studies in biosafety
• Designing features of the National Bio 

and Agrodefense Facility to increase 
safety and security
• Soon to be the nation’s only FMDv

and BSL4 large animal facility 
• Performing the risk/benefit 

assessment for “gain of function” 
research on pathogens with pandemic 
potential

• Developing standards for facilities 
that will retain poliovirus after 
eradication 
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Motivation
• We found that existing tools and data in biosafety were poorly 

suited to answer critical biosafety issues
• Critical questions cannot be addressed without new tools:

• Is showering-out needed for containment of poliovirus after eradication?
• Is a class III biosafety cabinet needed for containment of pathogens with 

pandemic potential?
• What type of training is needed most to improve biosafety?

• New paradigms for biosafety are needed:
• Quantitative tools to facilitate biorisk management must be developed and 

used
• Empirical biosafety data must be generated to support the evidence basis of 

these tools
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Why Are New Paradigms Needed Now?

• The tools of the life sciences are growing in power, as the 
community learns more about the basis of pathogenicity, 
transmissibility and host-range

• As laboratory capacity expands in the developing world, 
we currently outfit the labs to Western standards but end 
up with fewer, less sustainable facilities

• Interdisciplinary practitioners, new to the life sciences, 
often work in institutions outside of current biosafety 
regimes
• These researchers are flocking to the life sciences as biology offers 

newer and more existing capabilities with practical applications
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A Lack of BioSafety Scholarship 
Hampers BioSafety Risk Management

• We lack data on how accidents occur in biological 
laboratories
• Most Lab Acquired Infections cannot be associated with a 

particular accident
• What drives most exposures/LOC incidents?

• Fine motor mistakes (tripping a pipette tip over a well) 
• Major motor mistakes (dropping a flask or rotor) 
• Protocol mistakes (choosing the wrong rotor tube for a centrifugre) 
• Protocol violations/ignorance (ignoring an alarm on a PAPR or 

hood) 
• Every other industry that could suffer catastrophic failures 

invests in basic research
• Nuclear power, transportation, chemical industry
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Modest Studies in BioSafety Could Greatly 
Improve Biosafety

• With just a few million a year, studies could be funded that:
• Understand what type of human errors drive accidents in laboratory
• Identify best practices for reducing risk of secondary infection outside 

of the laboratory
• Collect and publish data on standards for deactivation of pathogens
• Determine if the Pareto Principle applied in the laboratory

• Are 20% of scientists responsible for 80% of incidents

• These studies would cost less than 1% of NIAID’s budget
• Would help build a culture of safety

• Researchers can get publications from thought-leadership in biosafety
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Quantitative Tools Are Needed To Address 
Fundamental Biosafety Questions

• Gryphon 
developed new 
quantitative tools 
for each biosafety 
question we were 
asked to tackle

• These tools borrow 
from the discipline 
of systems 
engineering to 
explore each 
avenue for a loss of 
containment event 
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Quantitative Tools Are Needed To Address 
Fundamental Biosafety Questions
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• The implementation of various elements can be assessed for 
ability to reduce overall risk



Quantitative Tools Are Needed To Address 
Fundamental Biosafety Questions
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• Each release 
pathway can be 
explored for its 
contribution to 
overall risk



Future Questions Amenable To Quantitative 
Analysis

• Should poliovirus laboratories invest in systems to protect 
against respiratory exposure?

• What training elements are most important to review 
regularly?

• Is individual respiratory protection more/less cost effective 
than closed BSCs? 

• Which systems of a laboratory could be removed without 
appreciably increasing risk?

• Which aspects of an experiment could be changed to most 
reduce risk?
• Workflows
• Placement of equipment
• Redesign of protocols
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Toward a Useable Tool

• Clearly, BSOs don’t have the time to construct event trees, 
gather all relevant data, develop parameter values and code the 
models

• Along with Sandia National Labs, we are about to develop a 
user-friendly version for use in polio laboratories
• The tool will be pre-populated with:

• Event trees for various experiment types
• Parameter value distributions

• The tool will have a built-in analytical engine and user interface
• The user will enter the equipment and systems they have in place, and 

experimental types and frequencies
• The tool will identify elements that most drive risk that could be re-

engineered 
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Thank you
• I would like to thank my collaborators:

• Signature Science—NBAF Risk Assessments
• Merrick—Ongoing NBAF Biorisk Management 
• Sandia National Laboratories—Poliovirus risk management with CDC

• Please reach out to me with questions at 
Rocco@gryphonscientific.com

12


	Gaps in Biosafety Addressed by Quantitative Risk Management
	Motivation
	Motivation
	Why Are New Paradigms Needed Now?
	A Lack of BioSafety Scholarship �Hampers BioSafety Risk Management
	Modest Studies in BioSafety Could Greatly Improve Biosafety
	Quantitative Tools Are Needed To Address Fundamental Biosafety Questions
	Quantitative Tools Are Needed To Address Fundamental Biosafety Questions
	Quantitative Tools Are Needed To Address Fundamental Biosafety Questions
	Future Questions Amenable To Quantitative Analysis
	Toward a Useable Tool
	Thank you

