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INTRODUCTION 

The purpose of this self-assessment tool is to enable Public Health Laboratories (PHLs) to have a comprehensive understanding and assessment of their current 
informatics capabilities related to ETOR – with a focus on Newborn Screening.  Use of this tool will help PHLs identify key gaps in their ETOR/informatics 
capabilities, identify actions they may wish to take to strengthen those capabilities, and demonstrate improvement in efficiencies to policymakers. 

Informatics is critically important to PHLs’ efficiency and their vital role in protecting the health and well-being of America’s newborns and families.  But rapidly 
evolving information technology, ever-changing expectations and requirements and strained government budgets pose complex challenges to attaining these 
essential informatics capabilities.  Further, the limited funding available for public health laboratory informatics has often focused on program-specific 
applications, not on a laboratory’s cross-cutting informatics system. 

This ETOR-focused self-assessment tool gives PHL professionals new ability to identify and plan in a comprehensive, systems-oriented manner for the ETOR-
related informatics capabilities they need. This assessment is meant to capture ETOR capabilities across public health and help illuminate pathways towards 
standards based bi-directional exchange of test orders and results. This tool will ultimately help PHL professionals prioritize the use of existing resources, 
document and communicate laboratory priorities to policymakers, and monitor laboratories’ capabilities on an on-going basis.   

ORGANIZATION OF THE TOOL 

The tool is organized into 7 Capability Areas (CAs) (see Table 1).  Collectively, the CAs represent the principal laboratory functions that an information system 
supports for comprehensive, robust, and mature ETOR processes.   

Table 1: 7 Capability Areas 

CA #1 Laboratory Test Request and Sample receiving CA #5 Informatics and IT Resource Management 

CA #2 Test Preparation, LIMS Processing, Test Results Recording and 
Verification CA #6 Core IT Services: Hardware, Software and Services 

CA #3 Report Preparation and Distribution CA #7 Policies and Procedures, including Budgeting and Funding 

CA #4 Interoperability and Data Exchange 
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SUGGESTIONS FOR USING THE SELF-ASSESSMENT TOOL 

The self-assessment tool was designed for use primarily by PHL leadership, laboratory scientists, informatics staff, and quality managers.  PHL directors and 
other leaders can use the output from this tool to provide strategic direction for informatics investments to improve operations and inform policy. 

To complete the self-assessment, users can record answers using the dropdown menu to the right of each capability statement.  For each capability statement, 
users can select the level of maturity that best reflects current operations at their laboratory.  If the capability is not relevant for that particular laboratory, 
users may select ‘Not Applicable’.   

To obtain the most benefit from the tool, users can rank their laboratory’s capabilities based on the capabilities that are currently present and in use in the 
laboratory.  In certain cases, laboratories may have the infrastructure necessary to implement additional capabilities, but if these capabilities are not in use, 
they do not accurately reflect the laboratory’s current capability level.  Responses based on a laboratory’s potential will not provide laboratories with the 
granularity they need to assess their true maturity level and subsequently progress from one level to the next within a capability area. 

At the end of each CA assessment, the tool automatically calculates a laboratory’s total grade and percentage grade.  For an accurate percentage, users will 
need to select the appropriate level for each CS within a given CA.  Laboratories that function at Level 3 for every CS described would have the maximum 
possible maturity level for that CA.  Note that there is no overall “grade” or “score” for all the 19 CAs.  It is important to remember that the percentage or 
numeric score is not indicative of a “Pass” or “Fail” determination.  As the priorities and business needs of laboratories vary, the percentage grade can help 
identify the areas on which to focus attention (as discussed in the “Outcomes and Value Added” section below). 

The tool also includes a summary worksheet that provides users a condensed representation of their maturity level through total and percentage scores for 
each CA.  In addition, a User Information Sheet captures details about the laboratory staff that completed the assessment and the approach used. 

If users wish to compare responses over time, they are encouraged to use the same approach every time they fill out the tool in order to maintain consistency. 

OUTCOMES AND VALUE ADDED 

The self-assessment tool can help laboratories accomplish several objectives.  First, PHLs can assess their current informatics capabilities, thus establishing a 
baseline.  Second, PHLs can measure the maturity of their informatics capabilities against desired levels.  These measurements will also enable future 
comparison of informatics capabilities.  Third, the tool provides PHLs with a stepwise approach to reaching these benchmarks.  Use of this tool will help PHLs 
identify gaps in their capabilities while also providing them with guidance on steps they can take to achieve the desired standard. 
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While a laboratory may determine that it does possess a specific capability, completing the assessment can help it recognize flaws in current processes or in 
the manner in which the capability has been implemented, and thereby provide a roadmap for re-implementing these capabilities with greater efficiency. 

The tool also helps to ensure a common understanding of informatics processes and efficiencies.  For example, the tool can help laboratories distinguish 
between redundancy and backups.  Laboratories can use this distinction to ensure that appropriate measures are in place to safeguard their data while still 
managing for redundancy. 

ABBREVIATIONS 

Below are the most common abbreviations used in the text.  Abbreviations used less frequently are identified in context, or in the endnotes of the relevant 
capability area.  The glossary provides additional definitions and explanations of many concepts and terms mentioned in the tool. 

APHL Association of Public Health Laboratories IT Information Technology 
CA Capability Area LIMS Laboratory Information Management System 
CDC Centers for Disease Control and Prevention LOINC Logical Observation Identifier Names and Codes 
CLIA Clinical Laboratory Improvement Amendments PHL Public Health Laboratory 
COOP Continuity of Operations Plan QA Quality Assurance 
CS Capability Statement QC Quality Control 
EHR Electronic Health Record QMS Quality Management System 
ELR Electronic Laboratory Reporting SLA Service Level Agreement 
ETOR Electronic Test Order and Reporting SME Subject Matter Expert 
HIE Health Information Exchange SOP Standard Operating Procedure 
HL7 Health Level 7 SPHL State Public Health Laboratory 
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CA 1: LABORATORY TEST REQUEST AND SAMPLE RECEIVING 

DESCRIPTION 

This capability area addresses informatics capabilities related to the business processes associated with the electronic receipt of the initial test sample request. 

CAPABILITY STATEMENT Level Description of Levels 
Select from 
drop down 

menu below 

Capability Statement #1.1 
The laboratory is able to receive one 
or more electronic test request 
messages from a submitter and 
process the workflow for all tests.  

Level 3 The laboratory is able to receive one or more electronic test request messages from a 
submitter and process the workflow completely for all tests. 

Level 2 The laboratory is able to receive one or more electronic test request messages from a 
submitter and process the workflow partially for some tests and paper-based 
requisitions for other tests. 

Level 1 The laboratory is able to receive a paper, e-mail, or fax, but not an electronic test order 
request message. 

N/A Not applicable to this laboratory. 

Capability Statement #1.2 
The laboratory is able to receive 
clinical data using HL71 standard order 
message. Data include sample 
metadata, auxiliary data, test orders, 
test results, etc. 

Level 3 The laboratory is able to receive data on samples using HL7 standard order message, 
and data include sample metadata, auxiliary data, test orders, etc. 

Level 2 The laboratory is able to receive data using nonstandard formats but cannot receive 
data on samples using standard message types. 

Level 1 The laboratory is able to receive data on samples only via paper, e-mail or 
spreadsheets. 

N/A Not applicable to this laboratory. 

Capability Statement #1.3 
The laboratory is able to use one or 
more reliable secure transport 
protocols, e.g., Direct2 (HIE3 
Service/Protocol), VPN4, S3, SFTP, etc.) 

Level 3 The laboratory is able to use multiple reliable secure transport protocols 
Level 2 The laboratory is able to use at least one secure transport protocol. 
Level 1 The laboratory is unable to use any transport protocols. 
N/A Not applicable to this laboratory. 
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CAPABILITY STATEMENT Level Description of Levels 
Select from 
drop down 

menu below

Capability Statement #1.4 
The laboratory is able to electronically 
define and capture required 
identifiers/core data elements 
(submitter information, package, 
sample, tests) in the LIMS to initiate 
handling of any samples received or  
prepared and can also add new data 
elements (e.g., metadata and pass 
through auxiliary data). 

Level 3 The laboratory is able to electronically define and capture required identifiers/core data 
elements in the LIMS to initiate handling of any samples received or prepared and can 
also add new data elements. 

Level 2 The laboratory is able to electronically define and capture required identifiers and core 
data elements in the LIMS, to initiate handling of any samples received or prepared, but 
does not have the ability to add new data elements on an ad hoc basis. 

Level 1 The laboratory is able to capture required identifiers and core data elements on paper 
only. 

N/A Not applicable to this laboratory. 

Capability Statement #1.5 
The laboratory is able to identify 
samples received for individual 
patients and maintain a local master 
patient index that can be used to 
detect discrepancies and support 
ongoing treatment management and 
monitoring efforts of public health 
submitters. 

Level 3 The laboratory maintains a master patient index for samples where it is appropriate to 
do so and can automatically detect potential matches and discrepancies. 

Level 2 The laboratory maintains a master patient index for samples where it is appropriate to 
do so. 

Level 1 The laboratory is not able to electronically identify multiple samples for individual 
patients. 

N/A Not applicable to this laboratory. 

Capability Statement #1.6 
The laboratory has implemented an 
automated sample matching process 
based on established matching criteria 
that is carried out at the time of sample 
receipt that produces a report that 
can be reviewed, verified and edited 
by staff. 

Level 3 The laboratory has implemented an automated sample matching process based on 
established matching criteria that can be reviewed, verified and edited by staff. 

Level 2 The laboratory has implemented a sample matching process that requires staff to 
manually link samples for the same patient at the tie of sample data entry, according to 
established matching criteria. 

Level 1 The laboratory has a manual paper-based sample matching process carried out by data 
entry staff. 

N/A Not applicable to this laboratory. 
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CAPABILITY STATEMENT Level Description of Levels 
Select from 
drop down 

menu below

Capability Statement #1.7 
The laboratory is able to access other 
public health systems such as Vital 
Records in real time to utilize unique 
patient identifiers to improve the 
success of sample matching. 

Level 3 The laboratory is able to access other public health systems such as Vital Records in real 
time to utilize unique patient identifiers to improve the success of sample matching 

Level 2 The laboratory is able to access data from other public health systems such as Vital 
Records to perform periodic demographic data comparisons to improve the success of 
sample matching. 

Level 1 The laboratory is not currently able to access other public health systems such as Vital 
Records in an automated manner to improve the success of sample matching. 

N/A Not applicable to this laboratory. 

TOTAL FOR THIS CAPABILITY AREA 

PERCENTAGE FOR THIS CAPABILITY AREA 

Comments:
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CA 2: TEST PREPARATION, LIMS PROCESSING, TEST RESULTS RECORDING AND VERIFICATION 

DESCRIPTION 

This capability area addresses test preparation, LIMS processing, test results recording and verification and interoperability (i.e., the ability to receive test 
requests, verify and return test results using secure electronic messaging). 

CAPABILITY STATEMENT Level Description of Levels 
Select from 
drop down 

menu below 

Capability Statement #2.1 
The laboratory is able to receive 
samples and associated electronic test 
requests from submitters (including 
other laboratories) and can perform 
pre-processing1 of the samples for 
testing individually or in batches 
through the LIMS and integrated 
systems2. 

Level 3 The laboratory is able to perform these functions electronically through the LIMS and 
integrated systems. 

Level 2 The laboratory is able to perform some of these functions electronically. 

Level 1 The laboratory uses a paper-based system to perform these functions. 

N/A Not applicable to this laboratory. 

Capability Statement #2.2 
The laboratory is able to assign one or 
more samples to individual or 
combinations of tests, instruments, 
runs and batches3, prepare test queue, 
and prioritize through the LIMS and/or 
other integrated systems. 

Level 3 The laboratory is able to perform these functions through the LIMS and/or other 
integrated systems. 

Level 2 The laboratory is able to perform some of these functions electronically. 

Level 1 The laboratory uses a paper-based system to perform these functions. 

N/A Not applicable to this laboratory. 
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CAPABILITY STATEMENT Level Description of Levels 
Select from 
drop down 

menu below 

Capability Statement #2.3 
The laboratory is able to assign one or 
more samples to be sent out for testing 
by a secondary laboratory in an 
emergency or surge scenario. The 
selected samples can be identified as 
“surge samples”, their testing data and 
results sent to and/or consumed from 
a supporting laboratory, as needed. 

Level 3 The laboratory is able to perform these functions through the LIMS and/or other 
integrated systems. 

Level 2 The laboratory is able to perform some of these functions electronically. 

Level 1 The laboratory employs a paper-based process to perform these functions. 

N/A Not applicable to this laboratory. 

TOTAL FOR THIS CAPABILITY AREA 

PERCENTAGE FOR THIS CAPABILITY AREA 

Comments:
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CA 3: REPORT PREPARATION AND DISTRIBUTION 

DESCRIPTION 

This capability area addresses informatics capabilities related to electronic report preparation, electronic submission of test results, and auxiliary data report 
format and content, transport and distribution, and tracking. 

CAPABILITY STATEMENT Level Description of Levels 
Select from 
drop down 

menu below 

Capability Statement #3.1 
The laboratory is able to generate messages 
using multiple standardized vocabulary 
formats; integrate local and new codes and 
vocabulary standards1; and flexibly use 
vocabulary standards across parties, e.g., use 
different codes to report the same test to 
different entities (from submitter to state to 
CDC or another PH agency). 

Level 3 The laboratory is able to integrate vocabulary standards and local and new codes, 
including mapping local codes to national standards. 

Level 2 The laboratory is able to use multiple vocabulary standards but cannot integrate 
new codes and vocabulary standards. 

Level 1 The laboratory uses only limited vocabulary formats. 
N/A Not applicable to this laboratory. 

Capability Statement #3.2 
The laboratory is able to create an electronic 
message for test results using agreed-upon 
standards and vocabulary for message 
creation. 

Level 3 The laboratory is able to perform this function. 
Level 2 The laboratory is able to perform this function on a limited basis. 
Level 1 The laboratory is unable to perform this function. 
N/A Not applicable to this laboratory. 

Capability Statement #3.3 
The laboratory is able to send an electronic 
message for test results using agreed-upon 
standards and vocabulary for message 
transmission. 

Level 3 The laboratory is able to send a new or ad hoc electronic message for test results 
using agreed-upon standards and vocabulary. 

Level 2 The laboratory is able to perform this function on a limited basis using some of the 
agreed upon standards and vocabulary. 

Level 1 The laboratory is unable to perform this function. 

N/A Not applicable to this laboratory. 
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CAPABILITY STATEMENT Level Description of Levels 
Select from 
drop down 

menu below 
Capability Statement #3.4 
The laboratory is able to receive an 
acknowledgement of delivery of the 
electronic message using agreed-upon 
standards and vocabulary for message 
receiving. 

Level 3 The laboratory is able to perform this function. 

Level 2 The laboratory is able to perform this function on a limited basis using some of the 
agreed-upon standards and vocabulary. 

Level 1 The laboratory is unable to perform this function. 

N/A Not applicable to this laboratory. 

Capability Statement #3.5 
The laboratory is able to route results 
electronically to requestors other than 
original submitters based upon test results. 

Level 3 Yes 

Level 1 No 

N/A Not applicable to this laboratory. 

Capability Statement #3.6 
The laboratory maintains an electronic log of 
receivers of test results. 

Level 3 Yes 

Level 1 No 

N/A Not applicable to this laboratory. 

Capability Statement #3.7 
The laboratory is able to comply with 
receivers’ data exchange format 
requirements for electronic results submittal 
and reporting based on different business 
rules2. 

Level 3 The laboratory is able to comply with receivers’ data exchange format requirements 
for electronic results submittal and reporting based on different business rules. 

Level 2 The laboratory is able to comply with some of the data exchange and reporting 
format requirements of submitters. 

Level 1 The laboratory is unable to comply with receivers’ data exchange format 
requirements. 

N/A Not applicable to this laboratory. 



11 

CAPABILITY STATEMENT Level Description of Levels 
Select from 
drop down 

menu below

Capability Statement #3.8 
The laboratory is able to electronically 
submit results of all tests performed on a 
particular sample or patient to recipients as 
well as prior results for that patient. 

Level 3 The laboratory is able to electronically submit results of all tests performed on a 
particular sample as well as prior results for that patient. 

Level 2 The laboratory is able to electronically submit results for some tests performed on a 
sample, but cannot include results of any previous testing done on the patient. 

Level 1 The laboratory is only able to submit results manually and/or by fax/mail. 
N/A Not applicable to this laboratory. 

Capability Statement #3.9 
 The laboratory is able to filter out electronic 
messaging for samples that should not be 
reported (e.g., proficiency samples, 
validation samples). 

Level 3 The laboratory is able to perform this function. 

Level 1 The laboratory is unable to perform this function. 

N/A Not applicable to this laboratory. 

TOTAL FOR THIS CAPABILITY AREA 

PERCENTAGE FOR THIS CAPABILITY AREA 

Comments:
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CA 4: DATA EXCHANGE AND INTEROPERABILITY 

DESCRIPTION 

This capability area focuses on systematically addressing electronic interoperability and data exchange. 

CAPABILITY STATEMENT Level Description of Levels 
Select from 
drop down 

menu below 

Capability Statement #4.1 
The laboratory is able to exchange 
data electronically with various 
entities, such as with other PHLs and 
federal, state and local partners, and 
is able to meet the external reporting 
requirements of public health 
agencies, health departments as well 
as private healthcare partners. 

Level 3 The laboratory is able to perform these functions. 

Level 2 The laboratory has limited ability to perform these functions. 

Level 1 The laboratory is unable to exchange data with partners electronically, mostly 
reporting to partners manually (e.g., by mail/fax). 

N/A Not applicable to this laboratory. 

Capability Statement #4.2a 
The NBS Program has a fully 
operational, comprehensive case 
management system (CMS) that 
captures all follow-up activities in 
discrete data fields through to 
diagnosis or closure and is fully 
integrated with the NBS Laboratory 
system to facilitate the access and 
sharing of pertinent NBS data. 

Level 3 The NBS Program has a fully operational, comprehensive CMS that captures all follow-
up activities in discrete data fields through to diagnosis or closure and is fully 
integrated with the NBS Laboratory system to facilitate the access and sharing of 
pertinent NBS data. 

Level 2 The NBS Program has an operational CMS that captures some follow-up activities 
through to diagnosis or closure in discrete data fields but is not directly integrated 
with the NBS Laboratory system; data is transferred electronically through other 
processes to facilitate the access and sharing of pertinent NBS data. 

Level 1 The NBS Program currently does not have a CMS that adequately captures follow-up 
activities through to diagnosis or closure, nor is there an interface between the NBS 
Laboratory and Follow-up systems to electronically share pertinent data. 

N/A Not applicable to this laboratory. 
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CAPABILITY STATEMENT Level Description of Levels 
Select from 
drop down 

menu below
Capability Statement #4.2b 
The NBS Program has a fully 
operational, comprehensive CMS that 
enables the Follow-up team to 
effectively communicate with all 
associated pediatric specialty centers 
in a secure and timely manner. 

Level 3 The NBS Program has a fully operational, comprehensive CMS that enables the Follow-
up team to effectively communicate with all associated pediatric specialty centers in a 
secure and timely manner 

Level 2 The NBS Program has an operational CMS that enables the Follow-up team to 
generate communications for associated pediatric specialty centers using an alternate 
process. 

Level 1 The NBS Program utilizes a manual process to communicate with associated pediatric 
specialty centers and notes are recorded as an after-action. 

N/A Not applicable to this laboratory. 

Capability Statement #4.2c 
The NBS Program has a fully 
operational, comprehensive CMS that 
captures both short-term and long-
term follow-up activities, as needed 
per disorder. 

Level 3 The NBS Program has a fully operational, comprehensive CMS that captures both 
short-term and long-term follow-up activities, as needed per disorder. 

Level 2 The NBS Program has an operational CMS that captures both short-term and long-
term follow-up activities, but no long-term follow-up functionality has been 
implemented to date. 

Level 1 The NBS Program has a case management process is capable of capturing only limited 
short-term follow-up activities. 

N/A Not applicable to this laboratory. 

Capability Statement #4.3 
The laboratory has implemented 
functionality as part of its information 
system that will enable it to identify 
and message reportable laboratory 
events to public health. 

Level 3 Yes 

Level 1 No 

N/A Not applicable to this laboratory. 
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CAPABILITY STATEMENT Level Description of Levels 
Select from 
drop down 

menu below

Capability Statement #4.4 
The laboratory has implemented message 
specifications according to currently 
approved Automated Electronic 
Laboratory Reporting1 Implementation 
Guides (e.g., ORU^R01 HL7 2.5.1; LOI/LRI, 
etc). 

Level 3 Yes 
Level 1 No 
N/A Not applicable to this laboratory. 

Capability Statement #4.5 
The laboratory generates HL7 messages 
directly, without conversion. 

Level 3 The laboratory generates all HL7 messages directly, without conversion. 
Level 2 The laboratory generates some HL7 messages directly, without conversion. 
Level 1 The laboratory does not generate any HL7 messages directly, without conversion. 
N/A Not applicable to this laboratory. 

Capability Statement #4.6 
The laboratory uses automated validation 
tools to assure that messages meet 
structural and content standards and 
guidelines. 

Level 3 Yes 

Level 1 No 

N/A Not applicable to this laboratory. 

Capability Statement #4.7 
The laboratory’s ELR software solution 
employs business rules/logic to 
automatically select/filter identified 
reportable disease data. 

Level 3 Yes 
Level 1 No 
N/A Not applicable to this laboratory. 

Capability Statement #4.8 
The laboratory is able to exchange 
transactional data2 between systems 
(For example: workload/turnaround time 
data, inventory stats, % positive data, 
quality indicator data, etc.) 

Level 3 The laboratory is able to send and receive transactional data and process it. 
Level 2 The laboratory is able to send and receive a transaction, but the transaction is not 

integrated with the process. 
Level 1 The laboratory is not able to send and receive these transactions. 

N/A Not applicable to this laboratory. 
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CAPABILITY STATEMENT Level Description of Levels 
Select from 
drop down 

menu below

Capability Statement #4.9 
The laboratory is able to provide data 
electronically through a web portal for 
data and information exchange (e.g., turn-
around time information, result reporting, 
samples in-house, ad hoc queries, etc.). 

Level 3 The laboratory is able to provide data electronically through a web portal for data and 
information exchange. 

Level 2 The laboratory has some limited capability to provide data electronically through a 
web portal for data and information exchange. 

Level 1 The laboratory is not able to provide data electronically through a web portal for data 
and information exchange. 

N/A Not applicable to this laboratory. 

Capability Statement #4.10 
Web Portal Capabilities: (If Laboratory 
has an active web portal) 

a) The laboratory has the capability to
receive individual and batch test
order entries by submitter through a
web portal

Level 3 The laboratory has the capability to receive both individual and batch test order 
entries by submitter for all testing offered 

Level 2 The laboratory has the capability to receive both individual and/or batch test order 
entries by submitter for some testing offered 

Level 1 The laboratory does not currently have the capability to receive test orders through 
the web portal 

N/A Not applicable to this laboratory. 

b) The laboratory has capability to
provide access to results through the
web portal for individual patients
and batch reporting by submitter

Level 3 The laboratory has capability to provide access to results through the web portal for 
both individual patients and batch reporting by submitter for all testing offered 

Level 2 The laboratory has capability to provide access to results through the web portal for 
both individual patients and/or batch reporting by submitter for some testing offered 

Level 1 The laboratory does not currently provide access to results through the web portal 
N/A Not applicable to this laboratory. 
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CAPABILITY STATEMENT Level Description of Levels 
Select from 
drop down 

menu below

c) The laboratory has the capability to
authenticate and enroll new web
portal users in an efficient and timely
manner

Level 3 The laboratory has an established electronic process to authenticate and enroll new 
web portal users in an efficient and timely manner. 

Level 2 The laboratory has an established process to authenticate and enroll new web portal 
users, but the process is not fully automated and some delay occurs if receive high 
volume requests 

Level 1 The laboratory has a labor-intensive process and insufficient support to authenticate 
and enroll new web portal users which creates a backlog of requests. 

N/A Not applicable to this laboratory. 

TOTAL FOR THIS CAPABILITY AREA 

PERCENTAGE FOR THIS CAPABILITY AREA 

Comments:



17 

CA 5: INFORMATICS TRAINING AND IT RESOURCE MANAGEMENT 

DESCRIPTION 

This capability area focuses on training, education and resource management activities for laboratory informatics and associated IT staff. 

Capability Statement Level Description of Levels 
Select from 
drop down 

menu below 

Capability Statement #5.1 
The laboratory has an ongoing 
informatics training program focused 
on the entire laboratory workforce up 
through the various levels of 
informatics competencies1. 

Level 3 The laboratory provides basic informatics training for its entire workforce and offers 
training for specialized informatics roles. 

Level 2 The laboratory provides basic informatics training for its entire workforce. 

Level 1 The laboratory provides no training or a basic informatics training for a portion of its 
workforce 

N/A Not applicable to this laboratory. 

Capability Statement #5.2 
The laboratory implements a 
comprehensive Lifecycle management 
strategy2 for IT investments, including 
IT project management3 resources, and 
a functional coordinating project 
management office (if needed). 

Level 3 The laboratory implements a comprehensive Lifecycle management strategy for IT 
investments, including IT project management resources, and a functional coordinating 
project management office. 

Level 2 The laboratory implements a comprehensive Lifecycle management strategy for IT 
investments, including IT project management resources. 

Level 1 The laboratory does not have any of these capabilities. 

N/A Not applicable to this laboratory. 
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Capability Statement Level Description of Levels 
Select from 
drop down 
menu below 

Capability Statement #5.3 
The laboratory has adopted a strategy, 
including assigned roles and 
responsibilities, for communications 
with senior agency officials, 
policymakers, and stakeholders about 
the laboratory’s informatics 
capabilities and strategic resourcing 
priorities. 

Level 3 The laboratory has adopted all of these strategies. 

Level 2 The laboratory has adopted some of these strategies. 

Level 1 The laboratory has adopted none of these strategies. 

N/A Not applicable to this laboratory. 

Capability Statement #5.4 
The laboratory has a dedicated, 
comprehensive and sustainable team 
to support informatics 
activities/projects (IT, technical 
scientists, management). 

Level 3 The laboratory has a dedicated, comprehensive and sustainable team to support 
informatics activities/projects and can prioritize the use of these resources. 

Level 2 The laboratory has some of these resources available in a sustainable manner and can 
prioritize the use of these resources. 

Level 1 An adequate component of informatics system resources is not available. 
N/A Not applicable to this laboratory. 

Capability Statement #5.5 
The laboratory employs adequate fully 
qualified and dedicated staff to 
support the laboratory’s IT 
infrastructure, to manage informatics-
related initiatives. This includes LIMS 
user support and LIMS change 
management, instrument interfacing 
and electronic messaging. 

Level 3 The laboratory employs an adequate number of dedicated informatics resources to 
meet the needs of all informatics-related projects and initiatives and to provide the 
necessary routine IT support 

Level 2 The laboratory has limited number of dedicated informatics resources to support 
projects and initiatives, but does not have adequate support to meet all needs. 

Level 1 The laboratory does not have dedicated informatics resources to support projects and 
initiatives. 

N/A Not applicable to this laboratory. 



19 

Capability Statement Level Description of Levels 
Select from 
drop down 
menu below 

Capability Statement #5.6 
The laboratory has plans and 
implements them for continuing 
education, upgrading and maintaining 
competencies in informatics including 
refresher training, and all other 
relevant training opportunities. 

Level 3 The laboratory has plans and implements them for continuing education4, upgrading 
and maintaining competencies in informatics including refresher training, and all other 
relevant training opportunities. 

Level 2 The laboratory has plans for certain areas of informatics training and has implemented 
some of these plans, but has not addressed all relevant aspects of informatics training. 

Level 1 The laboratory lacks a structured plan for informatics-related trainings. 
N/A Not applicable to this laboratory. 

TOTAL FOR THIS CAPABILITY AREA 

PERCENTAGE FOR THIS CAPABILITY AREA 

Comments:
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CA 6: CORE IT SERVICES: HARDWARE, SOFTWARE AND SERVICES 

DESCRIPTION 

This capability area addresses the breadth and maturity of laboratory information systems including informatics, interoperability, information and 
communications technology hardware, software and services. 

Capability Statement Level Description of Levels 

Select from 
drop down 

menu 
below 

Capability Statement #6.1 
a) The laboratory has an enterprise-

wide Laboratory Information 
Management System solution that 
is inclusive of Enterprise Resource 
Planning1 capabilities.

Level 3 The laboratory has a fully functional enterprise-wide LIMS solution that is inclusive of 
Enterprise Resource Planning capabilities. 

Level 2 The laboratory has a functional enterprise-wide LIMS, but the LIMS does not serve as part 
of the laboratory’s Enterprise Resource Planning System. 

Level 1 The laboratory does not currently have an enterprise-wide LIMS. 
N/A Not applicable to this laboratory. 

b) The enterprise-wide LIMS is
available 24/7, 365 days/year (with
the exception of scheduled
downtime).

Level 3 The LIMS is available 24/7, 365 days/year with the exception of scheduled downtime. 

Level 1 The LIMS is not available 24/7, 365 days/year. 

N/A Not applicable to this laboratory. 

Capability Statement #6.2 
The laboratory is able to access an IT 
help desk on-site/off-site and on-call, 
and can assure IT operational support 
for the laboratory. 

Level 3 The laboratory is able to access a fully functional IT help desk and assures 24/7, 365/year 
operational IT support for the laboratory. 

Level 2 The laboratory is able to access a fully functional IT helpdesk during traditional business 
hours for the applicable time zone. 

Level 1 The laboratory does not have access to an IT help desk or operational IT support across its 
IT domains. 

N/A Not applicable to this laboratory. 
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Capability Statement Level Description of Levels 

Select from 
drop down 

menu 
below 

Capability Statement #6.3 
The laboratory has adequate IT 
resources to manage the conversion of 
messages as needed to engage in data 
exchange with various partners and 
stakeholders. 

Level 3 Adequate IT resources are available and capable of message conversion as needed. 

Level 2 The laboratory has limited IT support available to support message conversion. 

Level 1 The laboratory does not have IT resources available to support message conversion. 

N/A Not applicable to this laboratory. 

Capability Statement #6.4 
The laboratory has IT functions in place 
that are fully mature and fully 
functional. (Functional support to 
include vocabulary and data 
integration, web portal, instrument 
integration, network, and hardware 
support) 

Level 3 IT is supportive of the laboratory’s needs. 

Level 2 IT is able to support some of the laboratory’s needs. 

Level 1 The laboratory does not have IT abilities internally to support its needs. 

N/A Not applicable to this laboratory. 

TOTAL FOR THIS CAPABILITY AREA 

PERCENTAGE FOR THIS CAPABILITY AREA 

Comments:
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CA 7: POLICIES AND PROCEDURES, INCLUDING BUDGETING AND FUNDING 

DESCRIPTION 

This capability area addresses overarching informatics-related policies and procedures, management of information systems and data exchange initiatives 
within the laboratory. 

Purpose: A laboratory professional requires standard operating procedures (SOPs) to conduct laboratory tests, and every informatics business process relies on 
associated policies and clear procedural guidelines.  The successful planning and implementation of informatics in a PHL is guided by having policies and 
aligned procedures that link informatics activities to the laboratory’s broader aims, while also spelling out the details of activities that are necessary to assure 
efficient functioning of the laboratory.  Having appropriate policies in place becomes particularly critical for newly introduced informatics processes and 
technology to succeed and to be integrated into the laboratory’s functions. 

What: Consensus on the procedural steps to be followed is important in developing informatics policies within the laboratory that impact the ability to 
exchange, share and view data from partner laboratories and other partnering entities. This includes memoranda of understanding (MOU), memoranda of 
agreement (MOA), SOPs, data sharing agreements and policy instruments that are essential for effective routine and emergency functioning of the laboratory. 

Considerations include: 

• Estimating a sufficient budget, both for the initial implementation of an ETOR interface and the continuing costs to maintain the interface
• Establishing a standard data sharing agreement to utilize with ETOR partners, possibly across multiple interfaces
• Establishing a standard service level agreement (SLA) that outlines the roles, responsibilities, and expectations of the data exchange partners, insofar

as an ETOR interface is essentially a service offered by the PHL to its partners
• Establishing documented on-boarding processes and associated implementation guides to inform and instruct ETOR Partners
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Capability Statement Level Description of Levels 

Select from 
drop down 

menu 
below 

Capability Statement #7.1 
The laboratory has clearly defined 
processes for informatics policy 
making1. These policies include signed, 
documented has memoranda of 
agreement (MOA)/memoranda of 
understanding (MOU)2, data sharing 
agreements, SOPs and other policies 
that affect routine and special 
functions within the laboratory. 

Level 3 The organization has clearly defined processes for informatics policy making. 

Level 2 The laboratory has clearly defined processes for some aspects of informatics policy 
making. 

Level 1 The laboratory does not have clearly defined processes for informatics policy making. 

N/A Not applicable to this laboratory. 

Capability Statement #7.2 
The laboratory has MOA/MOU’s 
and/or service level agreements (SLAs), 
including data sharing agreements for 
all IT services and has processes/ 
procedures to routinely monitor these 
services to ensure compliance with 
established agreements. 

Level 3 The laboratory has MOU/MOA, including data sharing agreements and SLAs, with for all IT 
services, and has processes/ procedures to routinely monitor these services to ensure 
compliance with established agreements. 

Level 2 The laboratory has MOU/MOA (but not necessarily data sharing agreements or SLAs) for 
some IT services and has some processes/ procedures to monitor these services to ensure 
compliance. 

Level 1 The laboratory does not have MOU/MOA’s, data sharing agreements or SLA’s in place for 
IT services. 

N/A Not applicable to this laboratory. 

Capability Statement #7.3 
The laboratory has clearly defined 
onboarding processes for ETOR 
partners which includes documented 
implementation guides for order and 
result transmissions that clearly define 
messaging standards, as well as 
expectations for implementation and 
long-term sustainability. 

Level 3 The laboratory has clearly defined and fully documented on-boarding processes in place 
that include implementation guides that clearly define messaging standards, as well as 
expectations for implementation and long-term sustainability. 

Level 2 The laboratory has established on-boarding processes with existing partners but does not 
have a fully documented, standardized process. 

Level 1 The laboratory does not have clearly defined on-boarding processes or implementation 
guides 

N/A Not applicable to this laboratory. 
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Capability Statement Level Description of Levels 

Select from 
drop down 

menu 
below 

Capability Statement #7.4 
The laboratory has adopted policies, 
procedures, and a defined timeline to 
manage change control3; has 
designated staff to routinely oversee 
the management of change control 
processes and monitors established 
metrics to assure compliance. 

Level 3 The laboratory has adopted policies, procedures, and a defined timeline to manage 
change control; has designated staff to routinely oversee the management of change 
control processes and monitors established metrics to assure compliance. 

Level 2 The laboratory has adopted some policies and procedures with some defined timelines to 
manage change control but does not have staff identified to oversee the change control 
processes. 

Level 1 The laboratory does not have formal policies and processes to manage change control. 

N/A Not applicable to this laboratory. 

Capability Statement #7.5 
The laboratory has complete 
documentation for all standardized 
laboratory IT processes.  This 
documentation is centrally located and 
accessible to laboratory and IT staff 
and management 24/7 both in 
electronic and paper format. 

Level 3 The laboratory has complete documentation for these processes and stores this 
documentation in a central location that is accessible to laboratory and IT staff and 
management 24/7 both in electronic and paper format. 

Level 2 The laboratory has a timeline for completing this documentation and storing it centrally 
where it will be accessible to laboratory and IT staff and management 24/7 both in 
electronic and paper format. 

Level 1 The laboratory has incomplete documentation for these processes and no timeline for 
completing this documentation or storing it centrally. 

N/A Not applicable to this laboratory. 

Capability Statement #7.6 
The laboratory has a sustainable 
operational budgeting strategy that 
anticipates the short- and long- term 
service/maintenance needs of its 
informatics systems and services. 

Level 3 Yes 

Level 1 No 

N/A Not applicable to this laboratory. 
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Capability Statement Level Description of Levels 

Select from 
drop down 

menu 
below 

Capability Statement #7.7 
The laboratory executes capital 
budgeting4 to plan, request, and set 
aside resources for information 
systems and other services. 

Level 3 The laboratory executes capital budgeting, wherein it plans, requests, and sets aside 
resources for information systems and other services. 

Level 2 The laboratory executes capital budgeting but does not specifically set aside resources for 
information systems and other services. 

Level 1 The laboratory does not perform capital budgeting activities. 
N/A Not applicable to this laboratory. 

Capability Statement #7.8 
The laboratory has adequate non-grant 
operational resources for routine 
needs (e.g., maintenance, upgrade of 
its LIMS, modernization of legacy 
systems, IT security enhancement, 
records management, etc.). 

Level 3 The laboratory has adequate non-grant operational resources for routine needs. 

Level 2 The laboratory has non-specified stop gap resources for routine needs. 

Level 1 The laboratory does not have resources or mandates for routine needs. 

N/A Not applicable to this laboratory. 

Capability Statement #7.9 
The laboratory has a data system/ 
component/hardware policy and 
budget for replacing equipment and 
updating/replacing data systems at a 
pre-determined timespan according to 
the expected service life of the system/ 
component/equipment. 

Level 3 The laboratory has a policy and budget for fulfilling these needs. 

Level 2 The laboratory has a partial plan for fulfilling these needs. 

Level 1 The laboratory lacks a data system/ component/equipment replacement policy and plan. 

N/A Not applicable to this laboratory. 
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Capability Statement Level Description of Levels 

Select from 
drop down 

menu 
below 

Capability Statement #7.10 
The laboratory has partnership 
channels and processes to facilitate 
grant procurement for informatics 
needs. 

Level 3 The laboratory has established partnership channels and processes for informatics needs. 
Level 2 The laboratory has ad hoc partnership channels and processes to facilitate grant 

procurement for informatics needs. 
Level 1 The laboratory has no partnership channels or processes to facilitate grant procurement 

for informatics needs. 
N/A Not applicable to this laboratory. 

TOTAL FOR THIS CAPABILITY AREA 

PERCENTAGE FOR THIS CAPABILITY AREA 

Comments:
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INFORMATION TO USE AS A REFERENCE IN THE COMPLETION OF CAPABILITY AREAS 1 - 7 

Capability Area 1 
1. HL7: “HL7 and its members provide a framework (and related standards) for the exchange, integration, sharing, and retrieval of electronic health

information. These standards define how information is packaged and communicated from one party to another, setting the language, structure and data
types required for seamless integration between systems. HL7 standards support clinical practice and the management, delivery, and evaluation of health
services, and are recognized as the most commonly used in the world.” (HL7, 2012).

2. Direct: “The Direct Project specifies a simple, secure, scalable, standards-based way for participants to send authenticated, encrypted health information
directly to known, trusted recipients over the Internet.” (The Direct Project, 2010)

3. Health Information Exchange (HIE): “The term ‘health information exchange (HIE) actually encompasses two related concepts:
• “Verb: the electronic sharing of health-related information among organizations
• “Noun: An organization that provides services to enable the electronic sharing of health-related information.” (HealthIT.gov, “Health Information
Exchange”)

4. Virtual Private Network (VPN): A private network that extends across public networks (e.g., the Internet).

Capability Area 2 
1. Sample Pre-processing: The preparation and handling of samples before laboratory tests are performed on them.
2. Integrated Systems: A system that functions seamlessly and in real time with the LIMS.
3. Runs and Batches: A batch is a collection of test samples for processing. A run is a “continuous analytical sequence consisting of prepared samples and all

associated QA measurements as required by the method.” (ERLN, 2011)

Back to CA-1

Back to CA-2
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Capability Area 3 
1. Vocabulary standards: “Standard vocabularies and systems of encoding data have been defined by various standards development organizations (SDOs).

Reliance on these standards for terminology and coding of data greatly improves semantic understanding and therefore the value of the data to analysis
and decision making.  Where they exist, preparedness systems should use these standard vocabularies and coding systems.  As additional standards are
defined, they should be accepted and implemented.” (PHIN, 2005).  Examples include, Standardized Nomenclature of Medicine – Clinical Terms (SNOMED
CT), Logical Observation Identifiers Names and Codes (LOINC), etc.

2. Business rules: “Anything that captures and implements business, policies and practices and can be used to: 1) enforce policy (e.g., program hierarchy,
exception handling), 2) make a decision (e.g., eligibility determination, point in time verification), and/or 3) infer new data from existing data (e.g., persons
with the same address live in the same household.” (HealthIT.gov, 2010)

Capability Area 4 
1. Electronic Laboratory Reporting (ELR): The automated transmission of laboratory-related data from commercial, public health, hospital, and other

laboratories to state and local public health departments through an electronic health records (EHR) system or a Laboratory Information Management
System (LIMS).  ELR helps identify reportable conditions determined by confirmatory testing and supports case reporting at the state or local level.

2. Transactional data: Data derived from organizational operational processes involving exchange between entities (i.e. turn-around times, workload
volumes, # ETOR orders received, etc.) Data gathered to describe activities or events, or demonstrate performance such as # of repeat samples tested, %
positive for disease X, reporting of billing-related data or grant-related stats, etc.

Capability Area 5 
1. Competency: “Action-oriented statements that delineate the essential knowledge, skills, and abilities in the performance of work responsibilities.

Competencies are describable and observable.” Examples include: LIMS functionality, Data Exchange, future data needs, refresher courses, and end user
training.

2. Lifecycle Management Strategy: The continuous process of managing the laboratory’s IT investments and its procedures for testing, modifying, and
implementing changes to existing computing systems including hardware, software, and documentation or installing new systems throughout their
lifecycle. (ERLN, 2011)

3. Project Management: The practice of planning and managing laboratory projects to ensure that they stay within scope, time, and cost limits.

Capability Area 6 
1. Enterprise Resource Planning (ERP) is defined as the ability to deliver and support an integrated suite of applications. ERP tools share a common process

and data model, covering end-to-end operational processes

Back to CA-3

Back to CA-4

Back to CA-5

Back to CA-6
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Capability Area 7 
1. Policy Making: The means by which problem identification, technical knowledge of possible solutions and societal values converge to set a course of

action.  As such policy development is an outgrowth of the assessment and monitoring activities described with respect to all other Essential Services.
Policy development is not synonymous with the development of laws, rules, and regulations. Laws, rules, and regulations may be adopted as tools among
others to implement policy. Policy development is a process that enables informed decisions to be made concerning issues related to the public’s
health.(APHL L-SIP)

2. Memorandum of Understanding (MOU): A document that describes very broad concepts of mutual understanding, goals and plans shared by the parties
3. Change control: A process for implementing changes to software or other IT solutions using a coordinated approach.

4. Capital budgeting: The process of planning funding for long-lived assets such as equipment and buildings.

Back to CA-7
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GLOSSARY 

Term Description 

Capability 
“A capability may be delivered with any combination of properly planned, organized, equipped, trained, and exercised personnel who 
achieve the intended outcome.” (HSEEP DHS) 

Continuity of 
Operations Plan 

A plan that details the how essential functions of an agency will be handled during any emergency or situation that may disrupt normal 
operations. (APHL L-SIP) 

Electronic Health 
Record (EHR) 

“A longitudinal electronic record of patient health information generated by one or more encounters in any care delivery setting.” 
(HIMSS) 

Electronic Medical 
Record (EMR) 

“The EMR is the legal record created in hospitals and ambulatory environments that is the source of data for the EHR.” (Garets and 
Davis, HIMSS, 2006) 

“ETOR” Electronic Test Order and Reporting (Preferably a standards-based, bi-directional exchange of test orders and results.) 

Enterprise-wide Affecting the entire organization 

Informatics 

“A broad field encompassing human-computer interaction, information science, information technology, algorithms, and social science. 
• Information Science – the study of the processing, management and retrieval of information.
• Information Technology – the study, design, implementation, support or management of computer-based information systems.
• Algorithms – a process or set of rules to be followed in calculations or other problem solving operations, especially by a computer.
• Social Science – the scientific study of human society and social relationships.” (APHL MRC)

Laboratory Practice “Evidence base (screening and testing, reference and special testing, state-of-the-art testing, etc.), epidemic investigation, best 
practices and case studies, research.” (APHL MRC) 

Laboratory Services “All the testing and associated activities conducted by public and private laboratories in the support of primary health care, population-
based public health and environmental protection for the purpose of disease surveillance, prevention and control.” (APHL L-SIP) 
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Term Description 

Operations 

“Condition of functioning or being active; the operations or backbone of the day to day structure of the laboratory such as Organization 
(or administration), Customer focus (service), Facilities and safety, Personnel, Purchasing and Inventory, Equipment, Process 
management (SOPs), documents and records, information management, nonconformance management, assessments (CLIA and CAP) 
and continual improvement.” (APHL MRC) 

Public Health “What we, as a society, do collectively to assure the conditions in which people can be healthy.” (IOM, 1988) 

Public Health 
Laboratory (PHL) 

“A scientific facility with the equipment and staff needed to conduct ongoing public health assessments and to respond to emergency 
public health issues.” (APHL L-SIP) 

Standard “A level of quality or excellence used as a criterion by which actual attainments are judged.” (APHL L-SIP) 

Standard Operating 
Procedures (SOP) “Detailed, written instructions to achieve uniformity of the performance of a specific function.” (ICHGCP) 

State Public Health 
Laboratory (SPHL) 

“A governmental facility that performs analytical testing for personal health and/or environmental health surveillance and disease 
prevention and control.” (APHL L-SIP) 



32 

SELF-ASSESSMENT USER SUMMARY WORKSHEET 

This worksheet summarizes the user’s total and percentage scores for each capability area. 

CA 1: Laboratory Test Request and Sample receiving CA 5: Informatics Training and IT Resource Management 

Total Score Total Score 

Percentage Score Percentage Score 

CA 2: Test Preparation, LIMS Processing, Test Results Recording and 
Verification CA 6: Core IT Services: Hardware, Software and Services 

Total Score Total Score 

Percentage Score Percentage Score 

CA 3: Report Preparation and Distribution CA 7: Policies and Procedures, including Budgeting and Funding 

Total Score Total Score 

Percentage Score Percentage Score 

CA 4: Interoperability and Data Exchange  

Total Score 

Percentage Score 

Overall Score: 

CurtPasfield
Rectangle
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CONTRIBUTORS TO DEVELOPMENT OF THE SELF-ASSESSMENT TOOL

This self-assessment tool was developed with the purpose to identify ETOR strategies to improve PHLs’ informatics capabilities nationally. Participants in this 
included APHL, subject-matter expert (SME) group formed via a taskforce that included state PHL directors and PHL informatics experts, APHL and CDC staff, 
and technical consultants from J Michael Consulting.  
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USER INFORMATION SHEET 

Laboratories may use or modify this sheet to record information about the laboratory, the approach used in completing the self-assessment, the dates on 
which the assessment was done, and the staff members who helped complete the tool. 

Laboratory Information 
Laboratory Name / Division / Unit 

Address 

City State/Territory Zip Code 

Main Contact Name Contact Phone # Contact Email Address 

Assessment Details 
Date(s) Assessment Started 

Date(s) Assessment Completed 

Omitted Capability Areas 

Use the space provided to indicate why, if applicable, the laboratory did not complete an assessment of all Capability Areas. 

Participants 
Use the space provided to list the staff members who contributed to the tool’s completion 
Name Title Capability Areas 

Name Title Capability Areas 

Systems Evaluated: 

 LIMS used by the Newborn Screening laboratory  (state name of LIMS)_________________________________  Version __________________ 

Other systems used by the Newborn Screening laboratory  (state name, version and description) _____________________________________ 

Follow-up and Case Management System used by the Newborn Screening Program (state name, version and description __________________ 
Use the space provided to indicate the specific systems in use in the laboratory and Follow-up Program that were evaluated as part of this 
assessment (e.g., LIMS, message broker, integration engine). 
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Name Title Capability Areas 

Name Title Capability Areas 

Name Title Capability Areas 

Notes 

Use the space provided to record any additional notes about how, when, and why the laboratory completed the self-assessment tool. 
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